CAPTURE CHECKING




THE TRY-WITH-RESOURCES PATTERN

Can we make it statically safe?

File: withFile("example.txt"): file =
read(): Byte file.write(42)

write(b: Byte): Unit val b = file.read()

close(): Unit println(b)

b &

def withFile[T](name: String)
(op: File = T): T =
val f = File(name)
val r = op(f)
f.close() Leak()

r =

val leak = withFile("example.txt"): file =
() = file.read()




THE TRY-WITH-RESOURCES PATTERN

Can we make it statically safe? Yes!

import language.experimental.captureChecking




THE TRY-WITH-RESOURCES PATTERN

Can we make it statically safe? Yes!

import language.experimental.captureChecking

trait Filefextends caps.SharedCapability: withFile("example.txt"): file =
def read(): Byte file.write(42)
def write(b: Byte): Unit val b = file.read()
def close(): Unit println(b)

b &

def withFile[T](name: String)
(op:JFile™= T): T =
val f = File(name9
val r = op(f)
f.close()
r

val leak = withFile("example.txt"): file =
() = file.read()

leak()




THE TRY-WITH-RESOURCES PATTERN

Can we make it statically safe? Yes!

= withFile(

Found: : Safe.File
Required:{Safe.File >0 -

where: => refers to a fresh r
Note that
() => file.read()

longer exp
1 error founc

ation available when compiling with *

explain®

when checking argument to parameter

op of




CAPTURING TYPES trait File extends caps.SharedCapability:

What's captured by a value?

def read(): Byte

val out: 10" // tracked trait IO extends caps.SharedCapability:
val file: File® // tracked def print(b: String): Unit

val i: Int // untracked

() = file.read() : () »>{file} Byte

() = out.print(file.read()) : () —>{file, out} Unit

(f: File”™) = f.read() : File™ —{} Byte = File™ — Byte

() = i.toString() : () > String

Key property: Tracked values can never become untracked!




CAPTURING TYPES T1%{c:, .., cn}

Notations

import scala.caps. // ¢ The root capability

// Impure types:

File = File

@)

T // “Any effects”
@)

T u =T

// Pure types:

U = U T U Int, String, Boolean, ..




CAPTURING TYPES T1%{c:, .., cn}

Notations

import scala.caps. // ¢ The root capability

// Impure types:

File = File File // « only if it extends caps.Capability

O () = Uunit

T T->U // “Any effects”
@) () ?— Unit

T u =T T 72> U

// Pure types:

U = U T U Int, String, Boolean, ..




SUBCAPTURING 101

trait Logger:
def log(msg: String): Unit

class FilelLogger(using File”) extends Logger:
def log(msg: String) =
summon[File].write(msg)

class NullLogger( using f: File”) extends Logger:
def log(msg: String) = ()

Generalizing from functions, classes also may retain capabilities.

While a Logger trait is not marked as a tracked capability,
its implementing classes can certainly use such capabilities.

Example: Just as in the case of functions, objects of FileLogger
retain/capture a file capability passed implicitly to their
constructor.

Example: The NullLogger demonstrates the mechanism @constructorOnly for
using tracked capabilities only during the constructor call of an object.
The resulting object cannot capture the constructor only capability.

The point is to show that capturing is “contagious” which we will explain
further on the next slide. FileLoggers must be tracked with an attached
capture set reflecting that they make use of a file capability, even though
they are not themselves marked as capabilities through

extends SharedCapability.



SUBCAPTURING 101

Capturing is Contagious

The following example uses demonstrates how capturing is “contagious”.
‘impure’ is a tracked logger since it closes over file'.

‘pure’ is “untracked/pure” as it does not retain the file capability. It is thus
not subject to capture tracking and can be dropped from capture sets.

It’s as irrelevant as an Int, tracking-wise.

‘I demonstrates that a Logger can capture more than just its constructor arguments,
since it also makes use of an ambient capability ‘'sock” for network communication.

Similarly, ‘12" retains the other available file capability file2" in the context.

Finally, function “fun’ captures the logger I which will appear in the capture set of
fun’’s type.

A class type will be tracked by the capture checker if it captures other tracked
types.



SUBCAPTURING 101

Capturing is Contagious

val file: File” = ..

val file2: File” = ..

val impure: Logger”{file} = FileLogger(using file)
val pure: Logger”{} = NullLogger(using file)

val sock: Socket” = ..

val 1: Logger”{file, sock} =

new Logger(using file) { def log(msg: String) = sock.send(msg) }

val 12: Logger”{file2} = FilelLogger(using file2)
val fun = (s: String) = 1.log(s)




SUBCAPTURING 101

file: File"{cap}

file2: File”{cap}

impure: Logger”{file}

pure:  Logger”{}

sock: Socket”{cap}

1: Logger”{sock, file}

12¢ Logger™{file2}
(String — Unit)"{1}

Having introduced a new “kind” of capturing types pairing normal types with capture sets, and Scala being Scala,
there is of course a subtyping relation, which decomposes to subtyping on normal types and capture sets.

We can forget about the RHSs from the previous slide and just focus on the typing context to understand
how subcapturing plays out. Staring at the language reference and its mathematical specification of
subcapturing might obfuscate what | deem its most important design aspect: tracing the lineage of
tracked values in the “capability hierarchy”.

Say in the given context, we refer to the variable ‘fun'. At first, its most precise type according to
subcapturing will have the capture set {fun}, so a variable *reflexively* tracks itself.

We can continue by looking into the capture-set contents and “chase along the context types”
to step-wise reveal what the contents of a capture set are derived from.

For example, since fun is a function closing over I, we are justified in concluding that

{fun} <: {I}'. So, if a capturing type tracks fun’, it implicitly means it also tracks I’

We can continue this process and can observe that | captures {file, sock} and so on

and so forth. Ultimately, the process stops at the root capability ‘cap'.

If we collect everything along this subtyping chain until ‘cap’, we know that
fun’ covers the set {fun, |, file, sock} which is the subset of the context that is relevant
for ‘fun’. By the same principles, we can look at what’s relevant for 'I2° which is {12, file2}.



As a teaser for separation checking in Capybara, we can tell from the the disjointness
of the two covering sets that ‘fun’ and 12" involve completely separate parts of the context
and could thus safely distribute them among two independent threads.

“Chasing along the context” until we hit ‘cap’ is to me the most important aspect of subcapturing.
There are of course more rules, but they are mainly for bookkeeping, such as subset inclusion.
That is, we can always add more capabilities to a capture set in the RHS of subcapturing:

‘{file, sock} <: {file, sock, file2}.



SUBCAPTURING 101

file:
file2:
impure:
pure:
sock:
1:

128

File"{cap}
File"{cap}
Logger™{file}
Logger”{}
Socket”{cap}
Logger”{sock, file}
Logger”{file2}
(String — Unit)"{1}

T"C, <: UG

if T <:

U

and (C; <:

C




SUBCAPTURING 101

file:
file2:
impure:
pure:
sock:
1:

128

File"{cap}
File"{cap}
Logger™{file}
Logger”{}
Socket”{cap}
Logger”{sock, file}
Logger”{file2}
(String — Unit)"{1}

fun:

T"C, <: UG

if T <: U and (C; <:

(String — Unit)"{fun}

C




SUBCAPTURING 101 TG < UG

if T<: U and C <!

file: File"{cap} fun: (String — Unit)"{fun}
file2: File"{cap} <: (String — Unit)"{1}
impure: Logger”{file}

pure:  Logger”{}

sock: Socket”{cap}

1: Logger”{sock, file}

12¢ Logger®f£ile2}

1 g N
(Sering—>-Unie) M 1}




SUBCAPTURING 101

file:
file2:
impure:
pure:
sock:
1:

128

File"{cap}
File®{cap}
Logger"{file}
Logger ™}
Socket”{cap}
logger®dsock, file}
Loggeraf£ile2}

. . N
(String——Yait)iP{ 1}

T"C, <: UG
if T <: U and C; <:

fun: (String — Unit)"{fun}
<: (String — Unit)"{1}

<: (String — Unit)"{file, sock}




SUBCAPTURING 101 TG < UG

if T<: U and C <!

file: Eiled{cap} : (String Unit)*{fun}
file2™\_File"{cap} : (String Unit)"{1}

impure: Logger”{file} : (String Unit)”*{file, sock}
pure: Logger ™} : (String Unit)"{cap}

sock: Seelketfcap

1Le logger®dsock, file}

12¢ Logger®f£ile2}

1 g N
(Sering—>-Unie) M 1}




SUBCAPTURING 101 TG < UG

if T<: U and C <!

file: Eiled{cap} : (String Unit)*{fun}
file2™\_File"{cap} : (String Unit)"{1}

impure: Logger”{file} : (String Unit)”*{file, sock}
pure: Logger ™} : (String Unit)"{cap}

sock: Seelketfcap

1Le logger®dsock, file}

12¢ Logger®f£ile2}

1 g N
(Sering—>-Unie) M 1}




SUBCAPTURING 101 TG < UG

if T <: U and C <: G

Unit)*{fun}
Unit)" {1}

file: Eiled{cap} : (String
file2™_File"{cap} : (String

impure: Logger”{file} : (String Unit)”*{file, sock}

R
i
>
R

pure: Logger ™} : (String Unit)"{cap}
sock : —SeeketHcap} .

Logger™{12}
1: logger®dsock, file}

12 ffile2}
\A




SUBCAPTURING 101

Eiled{cap}

File"{cap}
impure:NLogger"{file}
pure:

sock:

: (String
: (String
: (String
: (String

T"C, <: UG
if T <: U and C; <:

Unit)*{fun}
Unit)" {1}

Unit)”*{file, sock}

R
i
>
R

Unit)"{cap}

Logger™{12}
Logger™{file2}




SUBCAPTURING 101 TG < UG

if T <: U and C <: G

Unit)*{fun}
Unit)" {1}

file: Eiled{cap} : (String
file2 +itePcap} : (String

impure:N\Logger"{file} : (String Unit)”*{file, sock}

R
i
>
R

pure: J : (String Unit)"{cap}

sock:
: Logger™{12}

Logger™{file2}
Logger™{cap}




SUBCAPTURING 101 TG < UG

if T <: U and C <: G

Unit)*{fun}
Unit)" {1}

file: Eiled{cap} : (String
file2 +itePcap} : (String

impure:N\Logger"{file} : (String Unit)”*{file, sock}

R
i
>
R

pure: J : (String Unit)"{cap}

sock:
: Logger™{12}

Logger™{file2}
Logger™{cap}

Note that fun and 12 are separate!

{12, file2}




IMPLICIT CAPTURE POLYMORPHISM

Means Implicit Effect Polymorphism (Effects-as-Capabilities Model)

Before Capture Checking: Is After Capture Checking :)

trait List[+T]: trait List[+T]:
def map[U](f: T = U): List[U] def map[U]J(f: T = U): List[U]
Examples: T —>{cap} U

val 1 = List(1, 2, 3) Good old
subtype

l.map {x = log(x); x} : List[Int] .
polymorphism!

() = 1l.map {x = log(x); x} : () »>{log} List[Int]

() = l.map {x = x * x} : () — List[Int]

() = 1l.map {x = Future(x * x)}: () —{async} Future[Int]



EAGER VS. LAZY COLLECTIONS

By clever reuse of the function-arrow notation, we can very often keep signatures of collections un-modified
due to the implicit capture polymorphism.

Here is how the API eager and lazy collections typically changes when adding CC support.
(Clearly those are naive versions of the actual Scala collections lib, but they suffice to illustrate the nature of changes)

For pure data classes, like eager lists, we typically expect _no_ changes, since the results of operations do not
retain capabilities that were used to compute them.

In the case of lazy collections, we typically need to add a capture set holding on the the self-reference "this’ of the
object as well as the involved operation (like 'f in ‘'map’, or 'p in filter). This is because the execution of

those operations is delayed until we force them. As in the ‘concat’ method, a value of a lazy type is capture-tracked
and thus receives a hat annotation. Note the use of _dependent function types_ here to express that the

argument functions contribute to the result.

What we usually do _not_ require are additional type parameters to describe effect/capability polymorphism.
Those tend to compound and add more noise than necessary to signatures. Capture sets, if at all needed,
on the other hand are lightweight and informative. Being under the hood just annotations, they can be more
easily ignored than additional type parameters, which is a big plus for backwards compatibility.



EAGER VS. LAZY COLLECTIONS

trait List[+A]: trait LazylList[+A]:

def map[B](f: A = B): List[B] def map[BI(f: A = B): LazylList[B]

def filter(p: A = Boolean): List[A] def filter(p: A = Boolean): LazyList[A]

def concat(ys: List[A]): List[A] def concat(ys: LazyList[A]"): LazyList[A]

def drop(n: Int): List[A] def drop(n: Int): LazyList[A]




EXPLICIT CAPTURE POLYMORPHISM

Example: Serializing Futures

Next to implicit capture polymorphism we also have an explicit form using type parameters CA
that can range over capture sets. Yes, you can write capture-set literals in type applications
for those.

Here is an example that turns an unordered set of futures into an ordered stream arranging the
futures by the observed completion order.

While pretty rare in libraries from our experience, we typically need such explicit capture parameters
when we want to process/transform collections of capturing types (like Futures in the example).
Here, we ensure that whatever is captured by the futures in the input set, is also captured by

the futures in the output stream.



EXPLICIT CAPTURE POLYMORPHISM

Example: Serializing Futures

def collect[T, 1(fs: Set[Future[T] 1): Stream[Future[T] ] =
/% ©~ Typically needed when functions
val channel = Channel() transform generic containers
of capturing types */
fs.forEach(_.onComplete(v = channel.send(v)))

Stream.of(channel)

def collect[Int, 1 // : Set[Future[T]"{io, log}]

— Stream[Future[T]"{io, log}]




EXPLICIT CAPTURE POLYMORPHISM

Example: Composing Futures in Direct Style

Here is another example illustrating the use of explicit capture polymorphism: we would like to flip a sequence of futures
into a future with the sequence of each input future’s results.

Futures typically work under an (implicit) async/execution context which (you guessed it) is also a tracked capability.
For pedagogy, | make this async capability explicit.

As the example shows, individual futures can access different capabilities (like io and throw), but they share the same
async capability. Once we accumulate futures into a generic container (let’s assume Seq is eager), then we observe
that the capabilities accumulate into one capture set {io, throw, async} inside the container.

The extension method will pull those capabilities out into the wrapping future, which we can await in order to return
the sequence of results.

One thing about this example is odd: Seq(f1, f2) has type Seq[Future[Int]*{io,throw,async}]. Why is there no outer capture
set attached to Seq][...] ? We are going to revisit this example in a couple of slides.



EXPLICIT CAPTURE POLYMORPHISM

Example: Composing Futures in Direct Style

extension [T, J(xs: Seql Future[T] 1)
def all(using ec: Async”): Future[Seq[T]]"{ec, C}
Async: async ?=>
withIO: io =
withThrow: throw =
val futs =
val f1 = Future(useIO()) // : Future[Int]”{io,async}
val f2 = Future(useThrow()) // : Future[Int]”{throw,async}
Seq(f1, f2) // : Seq[Future[Int]”{io,throw,async}]
val join = futs.all // : Future[Seq[Int]]”{io,throw,async}
await(join) // : Seql[Int]




PATH-DEPENDENT CAPTURES

Example: Safe Lexically Delimited Continuations

Finally, a very advanced example of explicit capture polymorphism. In typical Scala fashion, with explicit polymorphism over captures, we also
support capture-set members and path-dependent capture sets, just like we support abstract type members and paths to them.

That leads to some interesting patterns that we can exploit to rule out some sneaky behaviors. Another source of capability leaks are
_control transfers_ to continuation/effect handlers: In the example above, we can use boundary to introduce a prompt/label

(which is itself a capability) indicating a control delimiter, and the suspend function to capture the continuation up to that point, exposing
it in the supplied handler block.

The danger here is that we could accidentally mention labels of nested prompts inside handlers for outer prompts, but then the
stack frames of the inner prompts are not available.

We can prevent such leaks through type inference and type refinement: Labels carry the capture-set member Fv/ that stores the
free capabilities visible by the block we pass. In the type of boundary, we ensure by type refinement that they are identical.

Then, when supplying a suspension handler in suspend, we make sure that the handler can only mention the label’s free variables
through a _path-dependent_ capture variable pointing to label.



PATH-DEPENDENT CAPTURES

Example: Safe Lexically Delimited Continuations

trait Label extends SharedCapability:
type Fv" // ¢« Free variables of the boundary delimiter

def boundary[T, l(block: Label - T): T
/" " Sync free variables
def suspend[U](label: Label)(handler: () —{label.Fv} U): U

// ~ Can only mention label’s free vars

val x = 1
boundary: =
val = 2
boundary:
suspend(oJiidyy): () =

e alNdinner)




SHALL I BE IMPLICIT OR EXPLICIT?

def apply(T = U): V

VS.

def apply[C*](T —={C} U): Vv

When should we use which style?

From our experience with porting the Scala standard library: libraries will probably get away with implicit polymorphism
most of the time. For advanced uses and client code working with generic containers, explicit quantifiers can occur.

It’s quite encouraging to see that we do not need to add so many extra type variables and keep changes small.

Let’s take a deeper look at how this was possible.



SHALL | BE IMPLICIT OR EXPLICIT?

d (S -F a p p -L y ( T => U ) 8 V Type of Change Added/Changed  Total in lib-cc

Capty definiti 691 functions 6189 functions
vE apture sets on definitions 91 classss 684 classes
° - Only universal captures 351
Only capture set on returns 379
A Capture sets on local variables 53 4583
def apply[C*](T —={C} U): Vv Renics fanctions o pure 52 797
Reach capabilities 19
€use annotations 12
Unsafe casts 5
H 1 Unsafe capture set removal 25
When porting the Scala standard library, [ :
- New classes 3

810

52160 total

Total lines +1418/-1407 meaningful 31395 code

zero explicit capture parameters
Porting the Scala standard collections lib

were needed and (Paper to appear at OOPSLA 2025)
overall changes were minimal!

What makes this possible? A mechanism called boxing.




BOXES

Enable Capability Tunneling

Recall the futures example:

Seq(f1, f2) : Seq[ Future[Int]”{io, throw, async} ]

One of the reasons the system is lightweight is the boxing mechanism, which explains why the Seq in the
futures example does not carry an outer capture set, even though it stores values of a capturing type.

The idea is that we embed the universe of capturing types into the existing type universe of Scala by
wrapping capturing types in box types (purely compile time, not to be confused with JVM runtime boxing).

Boxes suspend the capture sets and do not propagate them within generic code paths.
In this way, we can make normal type variables range over the capturing types in addition to the standard
types of Scala, and ensure _parametricity_ of definitions.

As soon as we leave a generic code path and return a box, it’s as if the compiler
inserts an “unbox” operation that removes the box and makes the capture set visible in the ambient context.
At least, this is how we may conceptually think of boxing. No actual “unbox” instruction is emitted.



BOXES

Enable Capability Tunneling

Recall the futures example:

Seq(f1, f2) : Seql Future[Int]”{io, throw, async} ] // ¢« NO capture set ! Pure !
Instead of extra capture quantifiers, we embed the capturing types using box types:

Seq(f1, f2) : Seql Future[Int]”{io, throw, async}]]

Boxes count as pure/effect free! Until they are accessed:

val $x = Seq(f1, f2).head : Future[Int]"{io, throw, async}

< unbox $x : Future[Int]"{io, throw, async} // < Unboxing by compiler




BOXES AND HATS

Prevent Capability Leaks

def try[A](f: CanThrow” = A): A

The boxing mechanism has an important interaction with the universal capability ‘cap': It prevents capability leaks!

If we try to leak a capability (such as for throwing exceptions) outside of its defining scope, we’ll end up with
a box of a capability type capturing ‘cap’. That indicates something from the local scope has escaped, and hence
the rule is that attempts to unbox something with ‘cap’ are rejected by the compiler!

In contrast, if we return something that captures a capability visible in the outer scope, as in the second example,
then we can safely unbox it.

Boxing and cap are quintessential to prevent leaks statically. This is what’s going on under the hood, and usually,
programmers will not see any of that. Though it can be made visible through compiler flags, if desired.

Here’s a nice analogy which | learned from Ondrej Lhotak: You put a gun in a box, and only in certain contexts

(e.g., the shooting range) can you open the box and shoot with the gun. In other contexts, the box is sealed
and unbreakable (e.g., in public spaces).



BOXES AND HATS

Prevent Capability Leaks

def try[A](f: CanThrow” = A): A

try[CanThrow”](c = c)

« val $b: box[CanThrow”] = try[box[CanThrow™]](c = c)
unbox $b

try[() —{logger} Unit](c = () = logger.log("ok"))

< val $b: box[() —{logger} Unit] = try[..](c = c)
unbox $b // ok, capture set is known

Boxing is invisible to programmers, but can be printed with compiler
options -Vprint:cc -Ycc-verbose for debugging purposes




SCALA STANDARD LIBRARY

® Collections: Fully capture checked (OOPSLA 2025 paper).
® Boxes and cap avoid pollution with extra type variables.

® Annotated capture sets provide concise & useful information.

® Solution: Classifier Capabilities, explained in the following.

® As of today, merged and part of Scala 3.8 nightly :)




CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[Tl(body: = T): Try[T]"{

With boxes and hats we had no problem porting Scala’s standard collections to capture checking.
But what of the rest of the standard library? It turns out that control is again a pesky source of leaks
that requires another concept for it to be airtight.

The prime example is scala.util.Try: it wraps the result of some computation of type T in a result
type Try[T] that can also store control effects like exceptions during the computation.
What should the result capture set of the apply method be?

To see why this is tricky, consider using Scala’s boundary/break for cancellation inside
a Try. The result will hold onto the break and execute it only later when the user demands
the result with .get. But at that point the boundary delimiter is already gone!

To fix the leakage, we introduce _classifier_ capabilities, which can be regarded as some

kind of operator on capabilities and capability sets. In the example above, we use
“body.only[Control] to specify “if body captures any special control capabilities (like break with label),
then they are captured by the resulting Try value”.

Effectively, ".only[Control] acts like a filter on the capture set of "body that only retains
capabilities from the "Control’ category. We can see in the example how it works:
the body uses a ‘file' as well as the "break with label capability. Filtering by control capabilities



results in the type Try[Int]*{label}, and then the escape-checking mechanism can
detect that we are attempting to leak the ‘label’. Reject!



CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[T](body: = T): Try[T]"{???}

val t = withFile { file =
boundary { label ?=>
Try {
file.write(42)

break(using label); 0
}
b}




CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[Tl(body: = T): Try[T]"{

val t = withFile { file =
boundary { label ?=>
Try { // captures {file, label}
file.write(42)

break(using label); 0
}
b}




CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[Tl(body: = T): Try[T]"{

val t = withFile { file =
boundary { label ?=>
Try { // captures {file, label}
file.write(42)

break(using label); 0
}
b}




CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[Tl(body: = T): Try[T]"{

val t = withFile { file =
boundary { label ?=>
Try { // captures {file, label}
file.write(42)

break(using label); 0
}
b}




CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[Tl(body: = T): Try[T]"{body.only[Control]}

val t = withFile { file =
boundary { label ?=>
Try { // captures {file, label}
file.write(42)

break(using label); 0
}
b}




CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[Tl(body: = T): Try[T]"{body.only[Control]}

val t = withFile { file =
boundary { label ?=>
Try { // captures {file, label}
file.write(42)
break(using label); 0

}// Try[Int]*{{file, label}.only[Control]} = Try[Int]"{label}
3}

t.get




CLASSIFIER CAPABILITIES

Motivation: scala.util. Try

object Try:
def apply[Tl(body: = T): Try[T]"{body.only[Control]}

val t = withFile { file =
boundary { label ?=>
Try { // captures {file, label}
file.write(42)
break(using label); 0

}// Try[Int]*{{file, label}.only[Control]} = Try[Int]"{label}
3}

t.get




CLASSIFIER CAPABILITIES

Capability

RN

SharedCapability ExclusiveCapability

Control Mutable

Classifiers were the missing piece to fully capture check all of Scala’s standard library. They are
traits that are organized as in the depicted hierarchy. Anything that inherits from those is deemed
a capability tracked by the capture checker. Using the ".only[C] operator, we can filter capture sets
of arguments in signatures to restrict what is retained/captured by results of functions/methods.

The left branch "SharedCapability' is the root of the capabilities for standard capture checking, whereas
"ExclusiveCapability’ is designated for the separation checking extension (Capybara), marking
capability types that are guaranteed to be “exclusive” in the sense of there is no more than one
reference to them.

Mutable types like reference cells and matrices are a sub-category of exclusive capabilities.



CLASSIFIER CAPABILITIES

Capability

S e

SharedCapability Exclusivétépability

File Mutex
Control Mutable

SN N

Async CanThrow Label Ref Matrix




CLASSIFIER CAPABILITIES

Advanced Example: Access Privilege

trait Read extends Classifier, SharedCapability
trait ReadWrite extends Classifier, SharedCapability

Here is an advanced example using classifiers. (Inspired by the OOPSLA 2016 paper “Gentrification Gone too Far?” on second-class values)

Classifiers are user-definable. For example, we can make two sub-classifiers Read and ReadWrite of SharedCapability.
The intent behind these is to distinguish read-only from writing capabilities to achieve a form of fearless concurrency
without resorting to separation checking/Capybara.

File capabilities are now designed a bit differently: Each File has its own, instance-specific read and readwrite
capabilities as members (which are erased at compile time). We can use these field names for tagging the
read and write methods as Read- and ReadWrite-classifed, respectively.

Classifiers enable us to control up to which categories of capabilities a function argument is allowed to
close over. We can see this in action at the parReduce function: As the name suggests, we would like
reduce a sequence in parallel using multiple threads. Ergo, we should not permit any writing capabilities
due to races. By stating {cap.only[Read]} we restrict op to close over any capabilities that are
Read-classified which notably excludes the ReadWrite category. We can freely use files in a reading,
but never in a writing fashion inside parReduce !



CLASSIFIER CAPABILITIES

Advanced Example: Access Privilege

trait Read extends Classifier, SharedCapability withFile("foo.
trait ReadWrite extends Classifier, SharedCapability

txt"): f =
f.read() // ok
trait File(val name: String): parReduce(1 to 1000): (a, b) =
r : Read”
erased val r ead o a * b * f.read() /] ok
erased val rw: ReadWrite
parReduce(1 to 1000): (a, b) =

// Operations guarded by capability members: f.write(42)

val read: () —={r} Int a + b + f.read() // ok
val write: Int —{rw} Unit f.write(42) // ok

// Unrestricted use of files & other capabilities (as before)
def withFile[U](name: String)(block: File”™ = U): U = ..

// Only Read-classified allowed due to potential races
def parReduce[U](xs: Seq[U])(op: (U, U) — C xs.reduce(op)




EXCLUSIVE CAPABILITIES

Sharing vs. Uniqueness

import language.experimental.captureChecking
import language.experimental.separationChecking

val m1, m2, m3: Matrix”

def mul(a: Matrix, b: Matrix, c: Matrix”): Unit
// multiply a and b, storing the result in c

Capybara/separation checking will make capture checking fairly “Rust-like”, pushing static reasoning about sharing, separation, and lifetimes of capabilities to 11.
Such type-system features that Rust (a GC-free language) popularized are also very useful for GC languages like Scala.

Indeed, other languages have also been pushing for advanced type system features to tame resources/effects/ownership

in some way (think Linear Haskell, OxCaml, Swift, to name a few).

Once imported, Capybara changes what the hat A means to “exclusive”, i.e., we would like to ensure that the result matrix c
in the multiplication above is _separate_ from the arguments, in order to prevent that we simultaneously read from and write to
the same matrix during the calculation.

Capybara also changes what it means if we do not mention a hat / explicitly for exclusive capabilities: Indirectly these are
read-only views on matrices implicitly meaning *{cap.rd}, where no mutating operation can be invoked on them.

Hence, the first two arguments to mul can never be accidentally mutated by the implementation.

Capybara is still in its early stages and | would like to give a quick overview of where it’s headed.



EXCLUSIVE CAPABILITIES

Sharing vs. Uniqueness

import language.experimental.captureChecking
import language.experimental.separationChecking

val m1, m2, m3: Matrix”

def mul(a: Matrix, b: Matrix, c: Matrix”): Unit
// multiply a and b, storing the result in c

mul(ml, m2, m3) // ok
mul(mil, ml, m3) // ok: parameters a and b are read-only!
mul(ml, ml, ml)

def mul(a: Matrix“{cap.rd}, b: Matrix“{cap.rd}, c: Matrix"{cap}):




MUTABILITY TRACKING

class Ref(init: Int) extends Mutable:
private var current = init
def get: Int = current
update def put(x: Int): Unit = current = X

class Matrix(nrows: Int, ncols: Int) extends Mutable:
update def update(i: Int, j: Int, x: Double): Unit =
def apply(i: Int, j: Int): Double =

To make this work, one defines Mutable classes and uses the soft modifier ‘'update to mark methods that
can only be invoked if the reference to the object is exclusive.



CONSUME MODIFIER

Lightweight Ownership Transfer

trait Buffer[+T] extends Mutable:
consume def append(x: T): Buffer[T]"

def concat[T](consume bufl: Buffer[T]", buf2: Buffer[T]): Buffer[T]"

Another ingredient to track mutation is having the ability to disable access to capabilities in a flow-sensitive way through the ‘consume’ soft modifier
that applies to methods and arguments.

Annotated to a method, ‘consume’ means that the receiving object/capability (and possible aliases) become consumed/inaccessible.
For example, calling append on a mutable buffer disables any reference to the original buffer, and returns a seemingly new/fresh
buffer which is the old buffer appended with the new element. Such a mechanism opens the door for efficient in-place updates,
since we can disable all the aliases to the buffer that existed before the call.

Similarly, consume on a method parameter like in concat cause the existing aliases of the argument at the call site to be disabled.

Capybara opens the door to alias-control guarantees for capabilities. A big part of it is the ability to reason about separation through
the subcapturing relation as explained on the “Subcapturing 101” slides earlier.



CONSUME MODIFIER

Lightweight Ownership Transfer

trait Buffer[+T] extends Mutable:
consume def append(x: T): Buffer[T]"

def concat[T](consume bufl: Buffer[T]", buf2: Buffer[T]):

Buffer("a")
Buffer("b")
a.append("x")
b.append("y")
concat(a2, b2)
concat(a, b)

Buffer[T]"




CAPTURE CHECKING

Resources

CC Language Reference & Scaladoc (!) of CC Standard Library

https://nightly.scala-lang.or

Try CC + Standard Library out today

https: ithub.com/lampepfl/scala3-cc-template

ETA next week: Available in scala-cli

using scala 3.nightly
import language.experimental.captureChecking
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